A Complete Bibliograph y of Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP)

Nelson H. F. Beeb e

Univ ersit y of Utah

Departmen t of Mathematics, 110 LCB

155 S 1400 E RM 233

Salt Lak e Cit y , UT 84112-0090

USA

T el: +1 801 581 5254

F AX: +1 801 581 4148

E-mail: beebe@math.utah.edu, beebe@acm.org,

beebe@computer.org (In ternet)

WWW URL: http://www.math.utah.edu/~beebe/

02 Marc h 2022

V ersion 1.03

Title w ord cross-reference

.eu [DSV

+

21].

1 [PLD

+

20]. 11510 [Ko o20].

ABI [A VS

+

22]. Access [OMHY20].

Accurate [SMK20]. A CSA C’19

[PLD

+

20, PLD

+

21]. A CSA C’20 [PLS22].

Activities [LLM20]. Adv anced

[IKT

+

21, LLM20]. Adv ertising [CYGL20].

Aegis [SBU21]. Affordable [DD20].

against [DKP21, OMHY20]. AI [D

WN21].

Analysis [K CH

+

20, R

UPT22]. Analysts

[HAH

+

21]. Analyze [TCBK20]. Android

[GTL

+

20, K CH

+

20]. Annotation

[KPBZ21]. Anon ymization [A YP

+

21].

An tivirus [GLS21]. API [UOI

+

21].

Appliances [WMY20]. Applications

[OMHY20]. Apps [GTL

+

20]. ARIMA

[KB20]. Artifacts [DIPQ22]. Artificial

[W ASC22]. Assessing

[HAH

+

21, LRMZA21]. Assets [SLBC21].

Assisted [KIP21]. Assurance [KB20].

A TF uzzer [K CH

+

20]. A ttac k

[DD20, SKM

+

20, Sun22]. A ttac ks

[A VS

+

22, Bur20, DKP21, OMHY20, PMP20].

Audit [GSS21]. Authen tication

[KIP21, Sun22]. Automated

[KPBZ21, SMK20]. Automatic [UOI

+

21].

Automation [BSM

+

22]. a w are

[MBP22, SBU21]. Aw areness

[APY21, DRS

+

21, GDP20, KB20, SLBC21].

AZSecure [SLBC21].

1

Based [DD20, A YP

+

21, Bur20, DKP21,

KIP21, R VD

+

21]. Beha vioural [IKT

+

21].

Benc hmark [KPBZ21]. Better

[Sac20, V an21]. Bey ond [VS20]. Biases

[D WN21]. Binaries [UOI

+

21]. Binary

[ADJ

+

20, DIPQ22, FRF22]. Biometrics

[IKT

+

21, SKM

+

20]. Blo c k c hain

[Ami21, MMT

+

21]. Blo c klisting [MS21].

Bots [IKT

+

21]. Building [UOI

+

21].

Card [GSS21]. Card-st yle [GSS21].

Cen ters [R

CGA22]. Cen tralit y [APY21].

Certain [Bur20]. Certificate [UKM20].

Challenges [R

UPT22]. Channel

[DD20, OMHY20]. Character [MBP22].

Characterization [Bur20]. Chat

[O ASD

+

22]. Chosen [Sun22]. Claim

[KPBZ21]. Co de [SRBS20].

Collab orativ ely [LRMZA21]. Com bining

[IKT

+

21]. Commo dit y [CPDH20].

Condensation [A YP

+

21].

Condensation-based [A YP

+

21]. Connect

[Ko o20]. Consisten t [KPBZ21].

Conspicuous [DIPQ22]. Con text

[SBU21, ST20, VSV

+

21]. Con text-a w are

[SBU21]. Con text-sensitiv e [ST20].

Con tin uous [Sac20]. Con trol

[DKP21, GLS21]. Con trol-based [DKP21].

Co okies [SRBS20]. Coping [VSV

+

21].

Correlation [SKM

+

20]. Coun termeasures

[CYGL20, FRF22]. Credible [HZB21].

Cues [VSV

+

21]. Cut [GLS21].

Cut-and-Mouse [GLS21]. CVE [Ko o20].

CVE-2019-11510 [Ko o20]. Cyb er

[APY21, BSM

+

22, SLBC21].

Cyb ersecurit y [GDP20, LRMZA21, V an21].

Dark [SLBC21]. Data

[A YP

+

21, BSM

+

22, GSS21, MBP22,

PMP20, SD A

+

22, dWBvdH22]. Data-only

[PMP20]. Database [ST20]. DDoS [Bur20].

Debloating [ADJ

+

20]. Deception

[HBR V

+

21]. Decision [HAH

+

21]. Decrease

[GSS21]. Deep [R VD

+

21]. Defences

[HBR V

+

21]. Deliv ery [LRMZA21]. Detect

[FRF22]. Detection

[DKP21, IKT

+

21, KPBZ21, MS21, R VD

+

21,

SMK20, ST20, VS20, W

ASC22, ZYW22,

ZJPZ20, dWBvdH22]. Dev eloping

[KPBZ21]. Differen tial [A YP

+

21]. Digital

[LM20, SMK20]. Directional [APY21].

Diric hlet [ZYW22]. Dissected [ZBF22].

DNS [Bur20, NPT21]. DNS-based [Bur20].

DNS-o v er-TLS [NPT21]. Do cumen ts

[SMK20]. Domain [DSV

+

21, HZB21, MS21].

driv en [ZJPZ20]. Dynamic

[DIPQ22, FRF22, K CH

+

20, dWBvdH22].

E-V oting [MMT

+

21]. Early

[LLM20, ZJPZ20]. Ecosystem [MS21].

Editorial [LM20, Met21]. EEG [SKM

+

20].

Election [Met21]. ELF [TCBK20].

Emerging [KIP21]. Enabling [BSM

+

22].

Encrypted [MBP22]. Energy [LRMZA21].

Engine [UOI

+

21]. Engineering [UOI

+

21].

En terprise [SD A

+

22, WMY20].

En vironmen ts [A VS

+

22]. EPSS [JRE

+

21].

Ev aluating [DIPQ22]. Ev aluations

[DD20]. Ev asion [FRF22]. Exc hange

[BSM

+

22]. Execution [A VS

+

22].

Exp erimen ting [R

CGA22]. Exp erts

[HZB21]. Exploit [JRE

+

21]. Exploitation

[GTL

+

20]. Exploiting [GLS21]. ExSol

[LRMZA21]. Extended [UKM20].

F actc hec king [KPBZ21]. F ak e

[VSV

+

21, ZLP

A21, ZJPZ20]. F alse [Sac20].

F ault y [A VS

+

22]. F eatures

[DIPQ22, TCBK20]. Field [Ko o20].

Financial [HZB21]. Fingerp oin ting

[Sac20]. FIRST [CV20]. F oundations

[ZBF22]. F ramew ork

[K CH

+

20, SBU21, TCBK20]. F ramew orks

[FRF22].

Gait [KIP21]. Gaps [GDP20]. Generation

[MS21]. Ghost [GLS21]. Gra yb o x [ST20].

Group [O ASD

+

22].

Hac k er [SLBC21]. Ha wk es [ZYW22].

History [SRBS20]. Home [SBU21].

Horizon [VS20]. Host [R VD

+

21].

Host-based [R VD

+

21].

Iden tification [LLM20]. Iden tifying

[HZB21]. Impro v emen t [Sac20]. Inaugural

[LM20]. indep enden t [SBU21]. Inference

[SKM

+

20, SD A

+

22]. Informing [SLBC21].

Input [SD A

+

22]. Inputs [GLS21].

Inro duction [ZLP

A21]. Insider

[Ano22, W

ASC22, ZYW22]. Insiders

[ZBF22]. Instrumen tation

[DIPQ22, FRF22]. In tegrate [Sac20].

In telligence [BSM

+

22, SLBC21].

In terception [ST20, WMY20]. In terface

[K CH

+

20]. In tro duction

[Ano22, CV20, DRS

+

21, PLD

+

20, PLD

+

21,

PLS22, R

UPT22]. In trusion

[CPDH20, DKP21, R VD

+

21]. In v estigating

[BSM

+

22]. In v estigation [VSV

+

21].

In v oking [W

ASC22]. IoT [TCBK20]. Issue

[Ano22, CV20, LM20, Met21, PLD

+

20,

PLD

+

21, PLS22, R

UPT22].

Kno wledge [BSM

+

22].

Laplacian [APY21]. Large [ADJ

+

20].

Large-scale [ADJ

+

20]. Leak age [DD20].

Leak age-Based [DD20]. Learning [Bur20,

R VD

+

21, SMK20, TCBK20, dWBvdH22].

Less [GSS21]. Libraries [ADJ

+

20].

limiting [GSS21]. Logs [IKT

+

21]. Lo oking

[VS20].

Mac hine [TCBK20, dWBvdH22].

Malicious [DSV

+

21, SMK20]. Malw are

[Bur20, LLM20, R

UPT22, TCBK20,

dWBvdH22]. Mark ed [ZYW22]. Matc hing

[MBP22]. Measure [W

ASC22]. Media

[D WN21]. Memory [PMP20].

Memory-residen t [PMP20].

Metho dology [R

CGA22]. Metho ds

[R VD

+

21]. Metrics [KB20]. Mitigating

[PMP20]. Mitigation [W

ASC22]. Mobile

[dWBvdH22]. Mo del

[BSM

+

22, SMK20, SKM

+

20, ZJPZ20].

Mo deling [SD A

+

22]. Monitoring [Sac20].

Mouse [GLS21, IKT

+

21].

Name [DSV

+

21]. Nature [DRS

+

21].

Netherlands [Ko o20]. Net w ork

[A YP

+

21, HBR V

+

21]. Net w orks [W

ASC22].

Neural [W

ASC22]. News

[D WN21, VSV

+

21, ZLP

A21, ZJPZ20]. Note

[Ko o20].

Online [CYGL20]. only [PMP20]. Op co de

[TCBK20]. Op erating [CPDH20].

Op eration [R

CGA22]. Op erational

[DSV

+

21]. Opp ortunities [GDP20].

Organizational [SD A

+

22]. Outsourced

[MBP22].

P art [PLD

+

20]. P ast [SRBS20]. P attern

[MBP22]. PDoT [NPT21]. P eople

[UKM20]. P erceptions

[O ASD

+

22, UKM20]. P erfect [D

WN21].

P ersisten t [LLM20]. P ersp ectiv es

[ZLP

A21]. Pita y a [DD20]. Platform

[SBU21]. Platform-indep enden t [SBU21].

P oin t [A VS

+

22]. P oisoning [A VS

+

22].

P ortal [SLBC21]. P ositiv es [Sac20]. P o w er

[DD20]. Practical [DD20]. Practice

[Ami21, LM20]. Prediction [JRE

+

21].

Premadoma [DSV

+

21]. Prev en t

[DSV

+

21]. Priv acy

[A YP

+

21, MBP22, O ASD

+

22].

Priv acy-a w are [MBP22]. Priv ate [NPT21].

Proactiv e [VS20]. Pro cesses [ZYW22].

Pro cessing [SRBS20]. Prop osing

[BSM

+

22]. Protected [DKP21].

Protecting [LRMZA21, PMP20]. Proto col

[Sun22]. Psyc hological [D

WN21]. Pulse

[Ko o20].

Qualit y [KB20].

Random [Sun22]. Real [HZB21].

Real-w orld [HZB21]. Redacted [SD A

+

22].

Registrations [DSV

+

21]. Represen tation

[BSM

+

22]. Request [SRBS20]. Researc h

[LM20, ZLP

A21, ZBF22]. residen t [PMP20].

Resource [OMHY20]. Results [W

ASC22].

Rev erse [UOI

+

21]. Risk [GSS21].

Risk-limiting [GSS21]. Risks [LRMZA21].

Rob otic [DKP21].

SAE [Sun22]. SAIBERSOC [R

CGA22].

Sample [GSS21]. SCA [DD20].

SCA-Pita y a [DD20]. scale [ADJ

+

20].

Sc hema [KPBZ21]. Scoring [JRE

+

21].

Script [UOI

+

21]. Secure

[Ko o20, MMT

+

21]. Securing [OMHY20].

Securit y [KB20, Met21, O ASD

+

22,

R CGA22, Sac20, SBU21, WMY20].

Sensitiv e [PMP20, ST20]. Sensor [KIP21].

Sensor-based [KIP21]. Serv er [SRBS20].

Serv er-side [SRBS20]. Setup [DD20].

Shared [ADJ

+

20]. Sharing

[BSM

+

22, VSV

+

21]. Side

[DD20, OMHY20, SRBS20]. Side-Channel

[DD20, OMHY20]. Sim ulating [SD A

+

22].

Situational

[APY21, DRS

+

21, GDP20, KB20, SLBC21].

Sizes [GSS21]. Smart [SBU21].

Smartphone [dWBvdH22]. Smartphones

[K CH

+

20]. Sniffing [SRBS20]. SOC

[HAH

+

21]. So cial [D

WN21]. Soft w are

[GLS21]. Solution [DSV

+

21]. Sorry

[WMY20]. Sp ecial [Ano22, CV20, Met21,

PLD

+

20, PLD

+

21, PLS22, R

UPT22].

Sp o ofing [KIP21]. SSL [Ko o20]. SSL-VPN

[Ko o20]. State [WMY20]. Stealth y

[DKP21]. Stored [ST20]. Storm [D

WN21].

St yle [GSS21]. Supplemen ted [KB20].

Supp ort [HAH

+

21, NPT21]. Surv ey

[CYGL20]. Surviv abilit y [CPDH20].

Syn thesized [GLS21]. System [JRE

+

21].

Systematisation [ZBF22]. Systems

[CPDH20, DIPQ22, LRMZA21, SBU21].

T A GS [KIP21]. T ec hnical [CYGL20].

T ec hniques [Bur20, DKP21, FRF22]. TEE

[NPT21]. Theory [ZJPZ20].

Theory-driv en [ZJPZ20]. Thinking

[SKM

+

20]. Though ts [VS20]. Threat

[BSM

+

22, KIP21, LLM20, SLBC21,

VSV

+

21, W

ASC22, ZYW22]. Threats

[Ano22, CYGL20, LM20, VS20]. Th w art

[GTL

+

20]. Timing [SRBS20]. TLD

[DSV

+

21]. TLS [NPT21, UKM20, WMY20].

T o ol [HAH

+

21, R

CGA22]. T racers

[UOI

+

21]. T races [A YP

+

21]. T raffic

[ST20]. T readmill [KIP21]. T rends

[R UPT22, ZLP

A21]. T riage [LLM20]. T rust

[UKM20]. T rusted [A VS

+

22].

Understanding [Bur20, V an21]. Unit

[A VS

+

22]. Unpredictabilit y [HBR V

+

21].

Unsup ervised [Bur20]. Un v eiled

[SKM

+

20]. User [O ASD

+

22]. Using

[HBR V

+

21, TCBK20, ZYW22, dWBvdH22].

V alue [Sun22]. V ehicles [DKP21]. V ersion

[UKM20]. V eto [OMHY20]. V etting

[GTL

+

20]. Virus [VSV

+

21]. V ol [PLD

+

21].

V oting [MMT

+

21]. VPN [Ko o20].

V ulnerabilities [Ami21, GTL

+

20]. V ulv et

[GTL

+

20].

W earable [KIP21]. W eb

[IKT

+

21, SLBC21]. Will [UKM20]. W ork

[GSS21]. W orking [UKM20]. w orld

[HZB21]. WP

A3 [Sun22].

XSS [ST20].

Zik a [VSV

+

21].

References

Agadak os:2020:LSD

[ADJ

+

20] Ioannis Agadak os, Nic holas

Demarinis, Di Jin, Ken t

Williams-King, Jearson Al-

fa jardo, Benjamin Sh tein-

feld, Da vid Williams-King,

V asileios P

. Kemerlis, and

Georgios P ortok alidis. Large-

scale debloating of binary

shared libraries. Digital

Thr e ats: R ese ar ch and Pr ac-

tic e (DTRAP), 1(4):19:1–19:28,

Decem b er 2020. CODEN ????

ISSN 2692-1626 (prin t), 2576-

5337 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3414997 .

Amiet:2021:BVP

[Ami21] Nils Amiet. Blo c k c hain vul-

nerabilities in practice. Digital

Thr e ats: R ese ar ch and Pr actic e

(DTRAP), 2(2):8:1–8:7, Marc h

2021. CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3407230 .

Anon ymous:2022:ISI

[Ano22] Anon ymous. In tro duction to

the sp ecial issue on insider

threats. Digital Thr e ats: R e-

se ar ch and Pr actic e (DTRAP),

3(1):1:1–1:3, Marc h 2022. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3477501 .

Akso y:2021:DLC

[APY21] Sinan G. Akso y , Emilie Purvine,

and Stephen J. Y oung. Di-

rectional Laplacian cen tralit y

for cyb er situational a w areness.

Digital Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 2(4):28:1–

28:28, Decem b er 2021. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3450286 .

Alder:2022:FPU

[A VS

+

22] F ritz Alder, Jo V an Bulc k, Jesse

Spielman, Da vid Osw ald, and

F rank Piessens. F ault y p oin t

unit: ABI p oisoning attac ks

on trusted execution en viron-

men ts. Digital Thr e ats: R e-

se ar ch and Pr actic e (DTRAP),

3(2):13:1–13:26, June 2022. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3491264 .

Aleroud:2021:ANT

[A YP

+

21] Ahmed Aleroud, F an Y ang,

Sai Chaithan y a P allaprolu,

Zhiyuan Chen, and George

Karabatis. Anon ymization of

net w ork traces data through

condensation-based differen tial

priv acy . Digital Thr e ats: R e-

se ar ch and Pr actic e (DTRAP),

2(4):30:1–30:23, Decem b er 2021.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3425401 .

Bromander:2022:ISC

[BSM

+

22] Siri Bromander, Morton Swim-

mer, Lilly Pijnen burg Muller,

Audun Jøsang, Martin Eian,

Geir Skjøtskift, and F redrik

Borg. In v estigating sharing of

cyb er threat in telligence and

prop osing a new data mo del for

enabling automation in kno wl-

edge represen tation and ex-

c hange. Digital Thr e ats: R e-

se ar ch and Pr actic e (DTRAP),

3(1):6:1–6:22, Marc h 2022. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3458027 .

Burton:2020:UL T

[Bur20] Ren ´ ee Burton. Unsup ervised

learning tec hniques for malw are

c haracterization: Understand-

ing certain DNS-based DDoS

attac ks. Digital Thr e ats: R e-

se ar ch and Pr actic e (DTRAP),

1(3):14:1–14:26, Septem b er

2020. CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3377869 .

Chev alier:2020:ISC

[CPDH20] Ronn y Chev alier, Da vid Plaquin,

Chris Dalton, and Guillaume

Hiet. In trusion surviv abilit y for

commo dit y op erating systems.

Digital Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 1(4):21:1–

21:30, Decem b er 2020. CODEN

???? ISSN 2692-1626 (prin t),

2576-5337 (electronic). URL

https://dl.acm.org/doi/10.

1145/3419471 .

Cormac k:2020:IFS

[CV20] Andrew Cormac k and Jero en

V an der Ham. In tro duc-

tion to the FIRST sp ecial is-

sue. Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 1(1):

2:1–2:3, Marc h 2020. CO-

DEN ???? ISSN 2692-1626

(prin t), 2576-5337 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3380746 .

Cai:2020:TO A

[CYGL20] Y egui Cai, George O. M. Y ee,

Y uan Xiang Gu, and Ch ung-

Horng Lung. Threats to on-

line adv ertising and coun ter-

measures: a tec hnical sur-

v ey . Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 1(2):

11:1–11:27, July 2020. CO-

DEN ???? ISSN 2692-1626

(prin t), 2576-5337 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3374136 .

Durv aux:2020:SPP

[DD20] F ran¸ cois Durv aux and Marc

Durv aux. SCA-Pita y a: a

practical and affordable side-

c hannel attac k setup for p o w er

leak age-based ev aluations. Dig-

ital Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 1(1):3:1–

3:16, Marc h 2020. CO-

DEN ???? ISSN 2692-1626

(prin t), 2576-5337 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3371393 .

DElia:2022:EDB

[DIPQ22] Daniele Cono D’Elia, Lorenzo

In vidia, F ederico P almaro, and

Leonardo Querzoni. Ev alu-

ating dynamic binary instru-

men tation systems for conspic-

uous features and artifacts.

Digital Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 3(2):10:1–

10:13, June 2022. CODEN

???? ISSN 2692-1626 (prin t),

Ko ot:2020:FNC

[Ko o20] Matthijs Ko ot. Field note

on CVE-2019-11510: Pulse

connect secure SSL-VPN in

The Netherlands. Digi-

tal Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 1(2):13:1–

13:7, July 2020. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3382765 .

Konstan tino vskiy:2021:T AF

[KPBZ21] Lev Konstan tino vskiy

, Oliv er

Price, Mev an Babak ar, and

Ark aitz Zubiaga. T o w ard au-

tomated factc hec king: Dev elop-

ing an annotation sc hema and

b enc hmark for consisten t auto-

mated claim detection. Dig-

ital Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 2(2):14:1–

14:16, June 2021. CODEN

???? ISSN 2692-1626 (prin t),

2576-5337 (electronic). URL

https://dl.acm.org/doi/10.

1145/3412869 .

Laurenza:2020:MTE

[LLM20] Giusepp e Laurenza, Riccardo

Lazzeretti, and Luca Mazzotti.

Malw are triage for early iden-

tification of adv anced p ersis-

ten t threat activities. Dig-

ital Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 1(3):16:1–

16:17, Septem b er 2020. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3386581 .

Lakhotia:2020:DTR

[LM20] Arun Lakhotia and Leigh Met-

calf. Digital threats: Researc h

and practice inaugural issue ed-

itorial. Digital Thr e ats: R e-

se ar ch and Pr actic e (DTRAP),

1(1):1:1–1:3, Marc h 2020. CO-

DEN ???? ISSN 2692-1626

(prin t), 2576-5337 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3380320 .

Lamp:2021:ECA

[LRMZA21] Josephine Lamp, Carlos E.

Rubio-Medrano, Ziming Zhao,

and Gail-Jo on Ahn. Ex-

Sol: Collab orativ ely assess-

ing cyb ersecurit y risks for pro-

tecting energy deliv ery sys-

tems. Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 2(3):

21:1–21:23, July 2021. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3428156 .

Mainardi:2022:P A C

[MBP22] Nic holas Mainardi, Alessan-

dro Barenghi, and Gerardo

P elosi. Priv acy-a w are c harac-

ter pattern matc hing o v er out-

sourced encrypted data. Digi-

tal Thr e ats: R ese ar ch and Pr ac-

tic e (DTRAP), 3(1):7:1–7:38,

Marc h 2022. CODEN ????

ISSN 2692-1626 (prin t), 2576-

5337 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3462333 .

Metcalf:2021:ESI

[Met21] Leigh Metcalf. Editorial on

the sp ecial issue on election se-

curit y . Digital Thr e ats: R e-

se ar ch and Pr actic e (DTRAP),

2(4):31:1, Decem b er 2021. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3471534 .

Mccorry:2021:SVB

[MMT

+

21] P atric k Mccorry

, Mary am

Mehrnezhad, Ehsan T oreini,

Siamak F. Shahandash ti, and

F eng Hao. On secure e-

v oting o v er blo c k c hain. Digi-

tal Thr e ats: R ese ar ch and Pr ac-

tic e (DTRAP), 2(4):33:1–33:13,

Decem b er 2021. CODEN ????

ISSN 2692-1626 (prin t), 2576-

5337 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3461461 .

Metcalf:2021:EDB

[MS21] Leigh Metcalf and Jonathan M.

Spring. The ecosystem of

detection and blo c klisting of

domain generation. Digital

Thr e ats: R ese ar ch and Pr ac-

tic e (DTRAP), 2(3):19:1–19:22,

Septem b er 2021. CODEN ????

ISSN 2692-1626 (prin t), 2576-

5337 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3423951 .

Nak atsuk a:2021:PPD

[NPT21] Y oshimic hi Nak atsuk a, Andrew

P a v erd, and Gene Tsudik.

PDoT: Priv ate DNS-o v er-TLS

with TEE supp ort. Digital

Thr e ats: R ese ar ch and Pr ac-

tic e (DTRAP), 2(1):3:1–3:22,

Marc h 2021. CODEN ????

ISSN 2692-1626 (prin t), 2576-

5337 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3431171 .

Oesc h:2022:UPS

[O ASD

+

22] Sean Oesc h, Ruba Abu-Salma,

Oumar Diallo, Juliane Kr¨ amer,

James Simmons, Justin W u,

and Scott Ruoti. User p ercep-

tions of securit y and priv acy for

group c hat. Digital Thr e ats: R e-

se ar ch and Pr actic e (DTRAP),

3(2):15:1–15:29, June 2022. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3491265 .

Osman:2020:SAA

[OMHY20] T ousif Osman, Mohammad

Mannan, Urs Hengartner, and

Amr Y oussef. Securing appli-

cations against side-c hannel at-

tac ks through resource access

v eto. Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 1(4):

22:1–22:29, Decem b er 2020.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3416124 .

P erdisci:2020:IAS

[PLD

+

20] Rob erto P erdisci, Martina Lin-

dorfer, Adam Doup ´ e, Andrea

Lanzi, Alexandros Kapra v elos,

and Gianluca Stringhini. In tro-

duction to the A CSA C’19 sp e-

cial issue — P art 1. Dig-

ital Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 1(4):19e:1–

19e:3, Decem b er 2020. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3437251 .

P erdisci:2021:IAS

[PLD

+

21] Rob erto P erdisci, Martina Lin-

dorfer, Adam Doup ´ e, Andrea

Lanzi, Alexandros Kapra v elos,

and Gianluca Stringhini. In tro-

duction to the A CSA C’19 sp e-

cial issue — v ol. 2. Digital

Thr e ats: R ese ar ch and Pr actic e

(DTRAP), 2(1):1:1–1:2, Marc h

2021. CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3437253 .

P erdisci:2022:IAS

[PLS22] Rob erto P erdisci, Martina Lin-

dorfer, and Gianluca Stringh-

ini. In tro duction to the A C-

SA C’20 sp ecial issue. Digital

Thr e ats: R ese ar ch and Pr actic e

(DTRAP), 3(2):12:1–12:2, June

2022. CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3534708 .

P alit:2020:MDO

[PMP20] T apti P alit, F abian Mon-

rose, and Mic halis P olyc hron-

akis. Mitigating data-only at-

tac ks b y protecting memory-

residen t sensitiv e data. Digi-

tal Thr e ats: R ese ar ch and Pr ac-

tic e (DTRAP), 1(4):20:1–20:26,

Decem b er 2020. CODEN ????

ISSN 2692-1626 (prin t), 2576-

5337 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3419475 .

Rosso:2022:SMT

[R CGA22] Martin Rosso, Mic hele Cam-

p obasso, Ganduulga Gankh uy ag,

and Luca Allo di. SAIBER-

SOC: a metho dology and to ol

for exp erimen ting with secu-

rit y op eration cen ters. Dig-

ital Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 3(2):14:1–

14:29, June 2022. CODEN

???? ISSN 2692-1626 (prin t),

2576-5337 (electronic). URL

https://dl.acm.org/doi/10.

1145/3491266 .

Ro driguez:2022:ISI

[R UPT22] Ricardo J. Ro dr ´ ıguez, Xabier

Ugarte-P edrero, and Juan T api-

ador. In tro duction to the sp e-

cial issue on c hallenges and

trends in malw are analysis.

Digital Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 3(2):8:1–

8:2, June 2022. CODEN ????

ISSN 2692-1626 (prin t), 2576-

5337 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3536319 .

Ring:2021:MHB

[R VD

+

21] John H. Ring, Colin M. V an

Oort, Samson Durst, V anessa

White, Joseph P

. Near, and

Christian Sk alk a. Metho ds

for host-based in trusion detec-

tion with deep learning. Dig-

ital Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 2(4):26:1–

26:29, Decem b er 2021. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3461462 .

Sac her:2020:FFP

[Sac20] Desiree Sac her. Fingerp oin t-

ing false p ositiv es: Ho w to

b etter in tegrate con tin uous im-

pro v emen t in to securit y mon-

itoring. Digital Thr e ats: R e-

se ar ch and Pr actic e (DTRAP),

1(1):7:1–7:7, Marc h 2020. CO-

DEN ???? ISSN 2692-1626

(prin t), 2576-5337 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3370084 .

Sikder:2021:A CA

[SBU21] Amit Kumar Sikder, Leonardo

Babun, and A. Selcuk Ulua-

gac. Aegis+: a con text-a w are

platform-indep enden t securit y

framew ork for smart home sys-

tems. Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 2(1):

6:1–6:33, Marc h 2021. CODEN

???? ISSN 2692-1626 (prin t),

2576-5337 (electronic). URL

https://dl.acm.org/doi/10.

1145/3428026 .

Stic ha:2022:SOD

[SD A

+

22] P aul J. Stic ha, Tirso E. Diaz,

Elise T. Axelrad, Sean D. V er-

million, and Dennis M. Buede.

Sim ulating organizational data

from redacted input for infer-

ence en terprise mo deling. Digi-

tal Thr e ats: R ese ar ch and Pr ac-

tic e (DTRAP), 3(1):4:1–4:30,

Marc h 2022. CODEN ????

ISSN 2692-1626 (prin t), 2576-

5337 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3457910 .

Sh ukla:2020:TUI

[SKM

+

20] Diksha Sh ukla, P artha Pratim

KUNDU, Ra vic handra Malap-

ati, Sujit P oudel, Zhanp eng Jin,

and Vir V. Phoha. Thinking

un v eiled: an inference and cor-

relation mo del to attac k EEG

biometrics. Digital Thr e ats: R e-

se ar ch and Pr actic e (DTRAP),

1(2):9:1–9:29, July 2020. CO-

DEN ???? ISSN 2692-1626

(prin t), 2576-5337 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3374137 .

Sam tani:2021:ICT

[SLBC21] Sagar Sam tani, W eifeng Li, Vic-

tor Benjamin, and Hsinc h un

Chen. Informing cyb er threat

in telligence through dark W eb

situational a w areness: The

AZSecure hac k er assets p ortal.

Digital Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 2(4):27:1–

27:10, Decem b er 2021. CODEN

???? ISSN 2692-1626 (prin t),

2576-5337 (electronic). URL

https://dl.acm.org/doi/10.

1145/3450972 .

Scofield:2020:AML

[SMK20] Daniel Scofield, Craig Miles,

and Stephen Kuhn. Auto-

mated mo del learning for ac-

curate detection of malicious

digital do cumen ts. Digital

Thr e ats: R ese ar ch and Pr ac-

tic e (DTRAP), 1(3):15:1–15:21,

Septem b er 2020. CODEN ????

ISSN 2692-1626 (prin t), 2576-

5337 (electronic). URL https:

//dl.acm.org/doi/10.1145/

3379505.

Sanc hez-Rola:2020:CPT

[SRBS20] Isk ander Sanc hez-Rola, Da vide

Balzarotti, and Igor San tos.

Co okies from the past: Tim-

ing serv er-side request pro cess-

ing co de for history sniffing.

Digital Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 1(4):24:1–

24:24, Decem b er 2020. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3419473 .

Steinhauser:2020:DTI

[ST20] An ton ´ ın Steinhauser and P etr

T uma. Database traffic in ter-

ception for gra yb o x detection

of stored and con text-sensitiv e

XSS. Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 1(3):

17:1–17:23, Septem b er 2020.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3399668 .

Sun:2022:CR V

[Sun22] Sheng Sun. A c hosen random

v alue attac k on WP

A3 SAE au-

then tication proto col. Digital

Thr e ats: R ese ar ch and Pr actic e

(DTRAP), 3(2):16:1–16:8, June

2022. CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3468526 .

Tien:2020:MLF

[TCBK20] Chin-W ei Tien, Shang-W en

Chen, T ao Ban, and Sy-Y en

Kuo. Mac hine learning frame-

w ork to analyze IoT malw are using ELF and op co de fea-

tures. Digital Thr e ats: R e-

se ar ch and Pr actic e (DTRAP),

1(1):5:1–5:19, Marc h 2020. CO-

DEN ???? ISSN 2692-1626

(prin t), 2576-5337 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3378448 .

Ukrop:2020:WYT

[UKM20] Martin Ukrop, Lydia Kraus,

and V ashek Mat y as. Will y ou

trust this TLS certificate?: P er-

ceptions of p eople w orking in

IT (extended v ersion). Dig-

ital Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 1(4):25:1–

25:29, Decem b er 2020. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3419472 .

Usui:2021:ARE

[UOI

+

21] T oshinori Usui, Y uto Ot-

suki, T omonori Ikuse, Y uhei

Ka w ak o y a, Mak oto Iw am ura,

Jun Miy oshi, and Kan ta Mat-

suura. Automatic rev erse en-

gineering of script engine bina-

ries for building script API trac-

ers. Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 2(1):

5:1–5:31, Marc h 2021. CODEN

???? ISSN 2692-1626 (prin t),

2576-5337 (electronic). URL

https://dl.acm.org/doi/10.

1145/3416126 .

V anDerHam:2021:TBU

[V an21] Jero en V an Der Ham. T o w ard a

b etter understanding of “cyb er-

securit y”. Digital Thr e ats: R e-

se ar ch and Pr actic e (DTRAP),

2(3):18:1–18:3, Septem b er 2021.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3442445 .

V anderT o orn:2020:LBH

[VS20] Olivier V an der T o orn and

Anna Sp erotto. Lo oking b e-

y ond the horizon: Though ts on

proactiv e detection of threats.

Digital Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 1(1):4:1–

4:13, Marc h 2020. CO-

DEN ???? ISSN 2692-1626

(prin t), 2576-5337 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3373639 .

V alec ha:2021:FNS

[VSV

+

21] Rohit V alec ha, Srikrishna Kr-

ishnarao Sriniv asan, T ejaswi

V olet y , K. Hazel Kw on, Man-

ish Agra w al, and H. Ragha v

Rao. F ak e news sharing: an in-

v estigation of threat and cop-

ing cues in the con text of the

Zik a virus. Digital Thr e ats: R e-

se ar ch and Pr actic e (DTRAP),

2(2):16:1–16:16, June 2021. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3410025 .

Williams:2022:RIA

[W ASC22] Adam D. Williams, Shannon N.

Abb ott, Nathan Shoman, and

William S. Charlton. Results

from in v oking artificial neu-

ral net w orks to measure in-

sider threat detection & miti-

gation. Digital Thr e ats: R ese ar ch and Pr actic e (DTRAP),

3(1):3:1–3:20, Marc h 2022. CO-

DEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3457909 .

W ak ed:2020:SST

[WMY20] Louis W ak ed, Mohammad Man-

nan, and Amr Y oussef. The

sorry state of TLS securit y in

en terprise in terception appli-

ances. Digital Thr e ats: R e-

se ar ch and Pr actic e (DTRAP),

1(2):8:1–8:26, July 2020. CO-

DEN ???? ISSN 2692-1626

(prin t), 2576-5337 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3372802 .

Zimmer:2022:IDN

[ZBF22] Ephraim Zimmer, Christian

Burk ert, and Hannes F eder-

rath. Insiders dissected: New

foundations and a systematisa-

tion of the researc h on insid-

ers. Digital Thr e ats: R ese ar ch

and Pr actic e (DTRAP), 3(1):

2:1–2:35, Marc h 2022. CODEN

???? ISSN 2692-1626 (prin t),

2576-5337 (electronic). URL

https://dl.acm.org/doi/10.

1145/3473674 .

Zhou:2020:FNE

[ZJPZ20] Xin yi Zhou, A tisha y Jain,

Vir V. Phoha, and Reza Za-

farani. F ak e news early detec-

tion: a theory-driv en mo del.

Digital Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 1(2):12:1–

12:25, July 2020. CODEN

???? ISSN 2692-1626

(prin t), 2576-5337 (electronic).

URL https://dl.acm.org/

doi/abs/10.1145/3377478 .

Zafarani:2021:IR T

[ZLP

A21] Reza Zafarani, Huan Liu, Vir V.

Phoha, and Ja v ad Azimi. In-

ro duction on recen t trends and

p ersp ectiv es in fak e news re-

searc h. Digital Thr e ats: R e-

se ar ch and Pr actic e (DTRAP),

2(2):13:1–13:3, Marc h 2021.

CODEN ???? ISSN 2692-

1626 (prin t), 2576-5337 (elec-

tronic). URL https://dl.acm.

org/doi/10.1145/3448634 .

Zheng:2022:UDM

[ZYW22] P anpan Zheng, Sh uhan Y uan,

and Xin tao W u. Using Diric h-

let mark ed Ha wk es pro cesses

for insider threat detection.

Digital Thr e ats: R ese ar ch and

Pr actic e (DTRAP), 3(1):5:1–

5:19, Marc h 2022. CODEN

???? ISSN 2692-1626 (prin t),

2576-5337 (electronic). URL

https://dl.acm.org/doi/10.

1145/3457908.