Accelerating Pr otocol Design via Formal Methods

Mark Bezdany Motorola, Inc.

Somerset Design Center 6300 Bridgepoint Parkway, Building #3, MD OE71 Austin, TX 78730 bezdany@computer.org

Extended Abstract This project consisted of applying formal methods to a CC-NUMA (Cache Coherent Non- Uniform Memory Access) protocol developed by Motorola Inc. as an open proprietary standard for multi-processor PowerPC^{TM} systems. The goals of the project were twofold: First, to accelerate the design process by uncovering bugs in the protocol specification early on. Second, to compare the application of two different types of model checkers to the problem. The application of formal methods to the design of this protocol efected over fifty changes in the specification, many of which were discovered without input from the designer. Also, PROMELA/SPIN proved to be a much better language and tool set for applying formal methods to this protocol than a BDD-based temporal model checker that uses Verilog as its modeling language.

Because the protocol is fairly complex, the project started with the assumption that it would not fit in (2GB of main) memory. This made SPIN the best choice as a starting point, because SPIN is capable of partially verifying models. Using PROMELA as a modeling language also seemed, at the onset, to be far superior to Verilog for modeling asynchronous protocols. It was my intent to take the protocol verification process as far as it would go using SPIN, and then use Motorola’s internal BDD-based temporal model checker to finish the verification process.

Creating an initial model of the protocol in PROMELA was very simple and shortly thereafter SPIN was uncovering bugs in the protocol specification. With a very conservative three processing-element model, SPIN quickly ran out of memory, requiring that other avenues be explored. After numerous attempts at reducing the size of the state vector (going from an initial vector size of 300 bytes to one of 140 bytes) the model would still not fit in 2GB of main memory.

A painstaking (and painful) effort ensued to create a Verilog model of the protocol in the hopes that the benefits of BDDs could be realized in this verification effort. Two insurmountable problems arose: First, the protocol had to be packaged in a synchronous model because Verdict requires that all latches be updated at the edge of some specified global signal. Forcing the protocol into a synchronous model greatly increased the complexity of the modeling effort. Second, Verdict cannot partially verify a model, and requires that the BDDs fit in memory. The only recourse here is to use a partial model by eliminating transaction types or reducing the number of processing elements in the model.

The project is almost complete as of the writing of this abstract with mixed results. The verification effort using Verdict did not effect a single change in the specification. In fact, the BDDs grew so quickly that it was difficult to run even a partial (and trivial) model. SPIN proved to be the far superior tool for this application due to its ability to partially verify models. With more than fifty changes in the specification attributed to SPIN, it’s difficult to argue against its effectiveness in this application.